How Computer Viruses Work
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Strange as it may sound, the computer virus is something of an Information Age marvel. On one hand, viruses show us how vulnerable we are -- a properly engineered virus can have a devastating effect, disrupting productivity and doing billions of dollars in damages. On the other hand, they show us how sophisticated and interconnected human beings have become.

For example, experts estimate that the Mydoom worm infected approximately a quarter-million computers in a single day in January 2004. Back in March 1999, the Melissa virus was so powerful that it forced Microsoft and a number of other very large companies to completely turn off their e-mail systems until the virus could be contained. The ILOVEYOU virus in 2000 had a similarly devastating effect. In January 2007, a worm called Storm appeared -- by October, experts believed up to 50 million computers were infected. That's pretty impressive when you consider that many viruses are incredibly simple.

When you listen to the news, you hear about many different forms of electronic infection. The most common are:

· Viruses: A virus is a small piece of software that piggybacks on real programs. For example, a virus might attach itself to a program such as a spreadsheet program. Each time the spreadsheet program runs, the virus runs, too, and it has the chance to reproduce (by attaching to other programs) or wreak havoc.

· E-mail viruses: An e-mail virus travels as an attachment to e-mail messages, and usually replicates itself by automatically mailing itself to dozens of people in the victim's e-mail address book. Some e-mail viruses don't even require a double-click -- they launch when you view the infected message in the preview pane of your e-mail software 

· Trojan horses: A Trojan horse is simply a computer program. The program claims to do one thing (it may claim to be a game) but instead does damage when you run it (it may erase your hard disk). Trojan horses have no way to replicate automatically.

· Worms: A worm is a small piece of software that uses computer networks and security holes to replicate itself. A copy of the worm scans the network for another machine that has a specific security hole. It copies itself to the new machine using the security hole, and then starts replicating from there, as well.
Cybercrime causes a good share of cyber-security incidents. Symantec estimates that cybercrime victims worldwide lose around €290 billion each year, while a McAfee study put cybercrime profits at €750 billion a year.It is estimated that there are more than 150,000 computer viruses in circulation every day and 148,000 computers compromised daily. 

Storm Trojan – taking over the world

Storm Trojan surfaced in 2007 inundating thousands of computers. Users would be lured into opening emails because of the subject headers such as ‘230 dead as storm batters Europe.’  Once an email attachment was opened the Trojan implanted a service called wincom32.  This passed data to other infected computers and all of the infected computers became zombies or bots, that is, a huge global network of computers enslaved by Storm Trojan.

Each computer would then attempt to infect other computers. And while it sounds like the plot from a James Bond movie, with the evil villain trying to take over the world, this throbbing, thriving, and monster botnet aimed to infect every computer on the planet. It was estimated that at its peak up to 10 million CPUs, that is the processor that powers your computer, was under the control of Storm Trojan. Most antivirus vendors picked up the infection surge and updated their detection signatures but Storm Trojan’s creators constantly altered the  code to evaded detection. It was eventually contained but not after the wiping of many fevered brows and millions of man hours spent on trying to halt its activity.

My Doom – or is that your doom?

The aptly named My Doom was the fastest spreading virus of all time and during the month of February 2004 it was estimated to be infecting 1 in 12 emails with 100,000 interceptions taking place every hour.  That’s serious.

It spread through email and peer-to-peer file sharing networks enabling it to dig deep into the web. It manifested through an email attachment which usually had an innocuous title such as ‘Mail Delivery System’ or ‘Mail Transaction Failed’. Naturally, many people opened the attachment. Its aim was to assault Google, AltaVista and Lycos and at its peak managed to shut down Google for almost a day. It also attacked other websites and one company put up a €250,000 reward to find its creator.  They never did find him, or her, but it’s widely believed they were somewhere in Russia.

Sasser – an 18th birthday present

Sasser was a clever little worm that laid siege to Windows XP and Windows 2000 computers – a lot of computers. It was dubbed Sasser because it exploited vulnerability in something called Local Security Authority Subsystem Services (LSAS). The LSAS function is to manage all the security stuff on Windows systems, for example password changes and verifying users when they log on.

It’s ironic in that LSAS is supposed to protect computers.  In short, Sasser, made it difficult to shut down machines without pulling the plug while also making it difficult to actually use a computer properly.  Microsoft patched the problem but not before Sasser ran wild infecting a lot of organisations like investment banks Goldman Sachs. Its creator Sven Jaschan, was eventually caught since he released the worm on his 18th birthday.
Key Terms – Viruses and Trojans

Virus:-
Virus is a program written to enter to your computer and damage/alter your files/data. A virus might corrupt or delete data on your computer. Viruses can also replicate themselves. A computer Virus is more dangerous than a computer worm as it makes changes or deletes your files while worms only replicates itself with out making changes to your files/data.

Examples of virus are: - W32.Sfc!mod
ABAP.Rivpas.A
Accept.3773

Viruses can enter to your computer as an attachment of images, greeting, or audio / video files. Viruses also enters through downloads on the Internet. They can be hidden in a free/trial softwares or other files that you download. 

So before you download anything from internet be sure about it first. Almost all viruses are attached to an executable file, which means the virus may exist on your computer but it actually cannot infect your computer unless you run or open the malicious program. It is important to note that a virus cannot be spread without a human action, such as running an infected program to keep it going. 

Virus is of different types which are as follows.

1) File viruses
2) Macro viruses
3) Master boot record viruses
4) Boot sector viruses
5) Multipartite viruses
6) Polymorphic viruses
7) Stealth viruses

File Virus:-This type of virus normally infects program files such as .exe, .com, .bat. Once this virus stays in memory it tries to infect all programs that load on to memory.

Macro Virus: - These type of virus infects word, excel, PowerPoint, access and other data files. Once infected repairing of these files is very much difficult.

Master boot record files: - MBR viruses are memory-resident viruses and copy itself to the first sector of a storage device which is used for partition tables or OS loading programs .A MBR virus will infect this particular area of Storage device instead of normal files. The easiest way to remove a MBR virus is to clean the MBR area, 

Boot sector virus: - Boot sector virus infects the boot sector of a HDD or FDD. These are also memory resident in nature. As soon as the computer starts it gets infected from the boot sector.
Cleaning this type of virus is very difficult.

Multipartite virus: - A hybrid of Boot and Program/file viruses. They infect program files and when the infected program is executed, these viruses infect the boot record. When you boot the computer next time the virus from the boot record loads in memory and then start infecting other program files on disk

Polymorphic viruses: - A virus that can encrypt its code in different ways so that it appears differently in each infection. These viruses are more difficult to detect.

Stealth viruses: - These types of viruses use different kind of techniques to avoid detection. They either redirect the disk head to read another sector instead of the one in which they reside or they may alter the reading of the infected file’s size shown in the directory listing. For example, the Whale virus adds 9216 bytes to an infected file; then the virus subtracts the same number of bytes (9216) from the size given in the directory.

Worms:-
Worms are malicious programs that make copies of themselves again and again on the local drive, network shares, etc. The only purpose of the worm is to reproduce itself again and again. It doesn’t harm any data/file on the computer. Unlike a virus, it does not need to attach itself to an existing program. Worms spread by exploiting vulnerabilities in operating systems

Examples of worm are: - W32.SillyFDC.BBY
Packed.Generic.236 
W32.Troresba 

Due to its replication nature it takes a lot of space in the hard drive and consumes more cpu uses which in turn makes the pc too slow also consumes more network bandwidth.

Trojans: - A Trojan horse is not a virus. It is a destructive program that looks as a genuine application. Unlike viruses, Trojan horses do not replicate themselves but they can be just as destructive. Trojans also open a backdoor entry to your computer which gives malicious users/programs access to your system, allowing confidential and personal information to be theft. Example: - JS.Debeski.Trojan

Trojan horses are broken down in classification based on how they infect the systems and the damage caused by them. The seven main types of Trojan horses are:
• Remote Access Trojans 
• Data Sending Trojans 
• Destructive Trojans 
• Proxy Trojans 
• FTP Trojans 
• security software disabler Trojans 
• denial-of-service attack Trojans 

Web Browsing

Web browsing activity is tracked by use of "cookies," "beacons" and "Flash cookies," small computer files or software programs installed on a user's computer by the Web pages that are visited. Some are useful. But a subset ("third party" cookies and beacons) are used by companies to track users from site to site and build a database of their online activities. 

Simple Steps

Major browsers including Microsoft Corp.'s Internet Explorer, Mozilla Foundation's Firefox, Google Inc.'s Chrome and Apple Inc.'s Safari, have privacy features. To have the most privacy options, upgrade to the latest version of the browser you use.

Check and delete cookies: All popular browsers let users view and delete cookies installed on their computer. Methods vary by browser.

For instance on Internet Explorer 8 (the most widely used browser), go to the "Tools" menu, pull down to "Internet Options" and under the "General" tab there are options for deleting some or all cookies. There might be hundreds, so deleting all might be easiest. But the next time you visit a favorite site, you may need to retype passwords or other login data previously stored automatically by one of those cookies.

Adjust Browser Settings: Once you've deleted cookies, you can limit the installation of new ones. Major browsers let you accept some cookies and block others. To maintain logins and settings for sites you visit regularly, but limit tracking, block "third-party" cookies. Safari automatically does this; other browsers must be set manually.

There are downsides to blocking all cookies. If you frequent sites that require logins, you will have to log in each time you visit.

Internet Explorer lets you set rules for blocking cookies based on the policies of the cookie-placer. One option blocks cookies that don't include a privacy policy; another blocks cookies that can save your contact information without your approval. The control is under "Tools/Internet Options/Privacy."

No major browsers let you track or block beacons without installing extra software known as "plug-ins," as described under advanced steps.

Turn On "Private" Browsing: All major browsers offer a "private browsing" mode to limit cookies. Chrome calls it "Incognito." Internet Explorer calls it "InPrivate Browsing," but this option is available only in the latest version, IE8.

Private browsing doesn't block cookies. It deletes cookies each time you close the browser or turn off private browsing, effectively hiding your history. 

Private browsing isn't selective. It deletes all cookies, whether useful or not. So you might want to use private browsing selectively, such as when looking at health-related information. Here are a list of terms below that can affect your browsing:
Spam: - Spamming is a method of flooding the Internet with copies of the same message. Most spams are commercial advertisements which are sent as an unwanted email to users. Spams are also known as Electronic junk mails or junk newsgroup postings. These spam mails are very annoying as it keeps coming every day and keeps your mailbox full.

Tracking cookies: - A cookie is a plain text file that is stored on your computer in a cookies folder and it stores data about your browsing session. Cookies are used by many websites to track visitor information A tracking cookie is a cookie which keeps tracks of all your browsing information and this is used by hackers and companies to know all your personal details like bank account details, your credit card information etc. which is dangerous .

Misleading applications: - Misleading applications misguide you about the security status of your computer and shows you that your computer is infected by some malware and you have to download the tool to remove the threat. As you download the tool it shows some threats in your computer and to remove it you have to buy the product for which it asks some personal information like credit card information etc. which is dangerous.

A Firewall is a network security system. A firewall is a system designed to prevent unauthorized access to or from a private network. Firewalls can be implemented in both hardware and software, or a combination of both. Firewalls are frequently used to prevent unauthorized Internet users from accessing private networks connected to the Internet, 

"Malware" is short for malicious software and used as a single term to refer to virus, spy ware, worm etc. Malware is designed to cause damage to a stand alone computer or a networked pc. So wherever a malware term is used it means a program which is designed to damage your computer it may be a virus, worm or Trojan.

Adware: - Generically adware is a software application in which advertising banners are displayed while any program is running. Adware can automatically get downloaded to your system while browsing any website and can be viewed through pop-up windows or through a bar that appears on a computer screen automatically. Adwares are used by companies for marketing purpose.

Spywares: - Spyware is a type of program that is installed with or without your permission on your personal computers to collect information about users, their computer or browsing habits tracks each and everything that you do without your knowledge and send it to remote user. It also can download other malicious programs from internet and install it on the computer. Spyware works like adware but is usually a separate program that is installed unknowingly when you install another freeware type program or application.
Spyware and Adware
Spyware usually finds its way onto your computer without your knowledge or permission. It runs in the background, collecting information or monitoring your activities. A lot of spyware harvests information related to your computer and how you use it. For example, it may monitor your Web browsing patterns. However, more sophisticated forms of spyware have been known to capture and transmit highly personal information to identity thieves, from your website passwords and usernames to your credit card numbers or copies of your instant messages.

Adware is slightly different than spyware--the intent is primarily to display advertising content on your computer. Often using pop-up windows, adware programs flash advertisements and links to other websites. Many of these ads tout legitimate products. Some adware monitors your browsing activities and then uses that information to deliver more focused advertising content. Some people don't mind, but others consider this practice an invasion of privacy.

The most important question is: Do you want this program on your computer? If it compromises privacy and security as you define it (or at a minimum, becomes a nuisance), then it falls squarely in the category of unwelcome software. And that means you need to learn how to deal with it.

How to Remove Spyware and Adware
Whether they pose security risks or performance headaches, it's clear some types of spyware are more than a nuisance. For example, spyware and adware, working busily in the background, can dominate your computer's resources, sometimes bringing down your entire system. While a slow machine is annoying for anyone, it's especially hard on home office users.

Often these programs get installed along with other programs you've loaded. Of course, there's probably some sort of notification within the software's licensing agreement. However, these agreements tend to be quite long, and most of us don't read them in their entirety. In a typical scenario, spyware or adware gets bundled with freeware you download from the Internet. While some see this as a fair tradeoff--you get free software, the software-maker gets to observe your habits--others find it deceptive and invasive.

Meanwhile, a lot of unwelcome software makes its way onto your machine as you surf the Web. In many cases, they get you to trigger a download by clicking on a pop-up window or fake dialog box. Some pop-ups contain an "urgent" or enticing message. It might offer a free gift or claim that you need to download software to see a Web page. The window often presents what appears to be a "yes" or "no" choice. In reality, if you click the window, it will download spyware or adware to your computer, so be sure to just close the window.

How to Avoid Spyware and Adware
A lot of unwelcome software ends up on your computer in part because of something you did or did not do. Here's how to avoid unwanted spyware or adware:

· Be selective about what you download to your computer. Make sure you really need a program before downloading it. And if you've never heard of the software maker, read its website carefully to learn more about the people behind the technology, as well as the technology itself. Also, watch out for ActiveX, which is a common tool for installing spyware without your knowledge or consent. You can turn off ActiveX via your browser preferences and you can always turn it back on should a trusted site require it.

· Read licensing agreements. It can seem daunting to read these agreements, but to play it safe, don't just scroll to the bottom and click the "I accept" button when installing freeware. Instead, read each agreement carefully and look for language pertaining to any information-gathering activity, which could mean that you’ll get spyware or adware along with your freebie.

· Watch out for anti-spyware scams. The Web is rife with "anti-spyware" tools that do little or nothing to prevent spyware. Some even make it worse. Purveyors of these tools often provide free scans, which almost invariably identify hundreds of spyware programs on your computer. They then immediately ask you to buy their bogus product.

· Beware of clickable advertisements. Try to avoid programs--especially freeware--that flash clickable ads. These ads should be a red flag. If you click the ads, it's possible someone is watching how you respond to them. 

1. Using the same simple password over and over again is dangerous
2. Visiting questionable websites can cause adware or spyware
To avoid these websites download Adlock Plus for Google Chrome or Firefox.

3. Failing to update software and keeping virus scanners up-to-date is bad
One of the easiest ways for hackers to access your computer is by not updating your software. Software makers are always plugging security holes to prevent this from happening, but if you don't have the latest version, you can be a victim

4. Downloading illegal online content can lead to viruses
Sure it is easy to get the latest music, movies, or games online, but should you? No. One, it’s illegal. Two, it can really cause some serious issues. Hackers know lots of people are searching for free content like this online, so they put viruses and Trojan viruses into illegal content. It is just waiting for you to download and run it.

5. Unsafe web searching can harm the computer
Make sure you use the real Google, Yahoo or Bing as your search engine rather than another browser. Sometimes a toolbar will change your search engine to theirs so they can make some money from advertisements.
